
 

iSHARE Security Deepdive 
 

iSHARE improves security in data transactions, but 
what exactly does this mean for your organisation? 
This document describes how iSHARE improves 
various security aspects of secure data transaction 
between organisations. If you are not yet familiar 
with iSHARE or the different roles within the iSHARE 
networks, please check out the online 
documentation1 first, before you continue reading 
this document.  
 
For the purpose of this document, when we discuss 
‘security’ or ‘information security’ we mean “the 
protection of your information systems against 
unauthorized access or modification by a third party”. 
 
The iSHARE Scheme can be characterised as a JSON REST API architecture for:  

• identification (= who are you) 

• authentication (= how do we verify that you are you)  

• authorisation (= what are you allowed to do, because we know it is you) 
 
We will explain first what operational and technical security safeguards - by design - are in place in 
the iSHARE network as a whole in order to enable a secure access to your information systems, and 
then what other additional safeguards an iSHARE participant needs to arrange individually in order 
to establish secure access to data. 
 
Enabling secure access to your information systems 
Before any data transaction can take place between two parties, it is necessary to ensure that any 
communication between these parties is encrypted, so that both parties know that no other party 
can intercept their communication and data. All required communication between parties using 
iSHARE protocols is encrypted using (at a minimum) TLS 1.22. This standard ensures that no other 
party is able to read or modify data that is exchanged between you and another party. TLS 1.2 is the 
de facto standard for secure communication in computer networks, used for example to facilitate 
the secure exchange of sensitive payment or medical data. 
 
After ensuring secure communication, it is essential that you only grant access to users or parties 
with the relevant access rights and deny access to those without appropriate access rights. To do so, 
you first need to (1) establish with an appropriate level of assurance who is trying to access your 
services. This can be a machine (a) or a human (b). Then, (2) you can verify that this is an active 
participant in the iSHARE network, before you (3) establish if he or she has the appropriate access 
rights to access your information systems. This can be done internally (a) or externally (b). 
 

                                                      
1 More iSHARE documentation is available at 
https://ishareworks.atlassian.net/wiki/spaces/IS/pages/70221987/Framework+and+roles  
2 More iSHARE documentation on TLS specifically is available at  
https://ishareworks.atlassian.net/wiki/spaces/IS/pages/75006024/TLS+1.2  

https://ishareworks.atlassian.net/wiki/spaces/IS/pages/70221987/Framework+and+roles
https://ishareworks.atlassian.net/wiki/spaces/IS/pages/75006024/TLS+1.2


 

 
 
 
 
 
 
 

1.a Establishing the identity of a 
machine user 
To establish the identity of a 
machine user, every iSHARE 
participant must have and use a 
PKI certificate (PKIoverheid or 
eIDAS Qualified Seal, see frame I) 
to identify themselves at other 
participants. PKI certificates 
provide a high level of assurance 
about the identity of the 
organisation you are 
communicating with. This is a 
proven method for digital 
authentication and an industry 
standard, that is used globally. 

 
 
The iSHARE protocol to identify with such a PKI certificate is based on OAuth 2.0 (see frame 
II). OAuth is a communication framework widely used by i.e. Google, Facebook, Microsoft, 
Twitter etc. to let their internal and external applications securely exchange information  
with other applications or websites. The development community behind this widely used 
framework is very active and keeps the security of the framework up to date. 
 

  

I. PKI certificates 
A PKI certificate is a digital file used to digitally 
identify yourself.  
Such a certificate is issued by a Certificate Authority, 
which is a company (e.g. KPN, QuoVadis) specialised 
in verifying identities of legal persons.  
 
A CA will only issue a certificate after thoroughly 
checking the identity of the recipient of the 
certificate. This makes it almost impossible to 
impersonate identities. 
 
Therefore, any iSHARE participant with the correct 
PKI certificate has been thoroughly investigated by a 
CA which reduces the possibility for malicious 
behaviour 

II. OAuth 2.0 and PKI 
The OAuth 2.0 protocol in combination with PKI certificates can be compared with a 
person, Alice, that wants to board an airplane at the airport. 
 
To board a plane, Alice will first (a) need to check-in using her passport at the airline’s 
service desk. The airline (b) verifies Alice’s identity using her passport that was issued by 
her country’s government and if she is (c) indeed listed a passenger in the reservation 
system. Alice then (d) receives her boarding pass from the airline. At the gate, Alice (e) 
shows this boarding pass to the airline, which then knows that Alice’s identity is verified 
and that (f) she is authorized to board on the plane.  
 
In our analogue, “Alice” is the machine user requesting data and “the airline” is the party 
providing a service. Alice’s “passport issued by her country’s government” would be the 
PKI certificate issued by a trusted CA. The “plane” is the information system, with the 
“boarding pass” the so-called access token, which proves a verified identity. 



 

 
Figure 1: Explanation of the OAuth framework by an analogue 

1.b Establishing the identity of a human user 
To authenticate a human user instead of a machine user, the iSHARE protocols do not use 
PKI certificates issued by CAs. Human users rely on different types of organisations to verify 
their identity and issue proof of this identity for the digital domain. To establish the identity 
of a human user, the human user presents digital evidence of his or her claimed identity, for 
example a username/password, a fingerprint, a physical card or a combination of such 
means. Such digital evidence is issued by a certified third party specialized in identity 
verification, a so-called Identity Provider (see frame IV). When the human user tries to 
access your information systems, you can verify the digital evidence of the human user at 
the Identity Provider. Depending on the strength of the identity proofing process of the 
Identity Provider (e.g. only e-mail verification, or face to face identification with passport) 
the assurance level of the digital evidence can be higher or lower. It is up to you to decide 
what minimal level of assurance you accept as a proof of identity. For example, you can 
decide to accept a lower level of assurance for low-risk data transactions, or only the highest 
level of assurance for extremely sensitive data transactions. By this design the iSHARE 
authentication protocols for human identities create maximum flexibility for participants to 
determine an appropriate level of assurance, based on their risk appetite.  
 
The iSHARE protocol that is used to identify human users is based on OpenID Connect. 
OpenID Connect is an industry-standard communication extension of the previously 
mentioned OAuth framework for the specific purpose of securely sharing identity 
information of human users. OpenID Connect is widely used by i.e. Google, Facebook, 
Microsoft, Twitter etc. to let their users exchange information about their accounts with 
other applications or websites, such as the “Log in with Facebook” button. A big difference 
with these social accounts though, is that iSHARE sets out explicit and strict standards about 
the identity verification based on the European eIDAS Framework (see frame IV). This 
ensures that the digital identities used in iSHARE can be trusted at higher levels of 
assurance. 
 
2. Verifying if a party is an iSHARE participant 
The iSHARE protocol also describes how to verify that a human or machine user acts on 
behalf of a party that has been admitted to the iSHARE network and thus complies to all 
(technical and legal) requirements of iSHARE. The iSHARE Scheme Owner maintains a white 
list of participants in the iSHARE network, which can be used by other parties to verify if 
another party is indeed an iSHARE member. 

 
 
 



 

3. Establishing if a user has access rights to your information systems 
To establish if a user has access rights to your information systems, there are two options: 
either (a) you are able to verify that the user has access rights from your own internal 
systems, or (b) you need trustworthy external digital evidence that a user has access rights. 
(a) In this case, your existing internal data access policies and systems are used. Typically 

you need to have registered clients and their access rights within your own systems and 
grant access accordingly. 

(b) In this case, a party may present digital evidence 
that proves that he acts on behalf of another 
party that owns the data or has access rights.  
Such digital evidence is issued and signed by 
either the owner of the data (which in that case 
must be known to your organisation) or a 
certified third party specialized in registering 
authorizations, a so-called Authorization Registry 
(see frame III and IV). iSHARE policies ensure that 
Authorization Registries will only provide 
evidence about access rights between two 
parties if this has been registered in their 
systems. The digital signature of an Authorization 
Registry guarantees the validity of the evidence, 
enabling your organisation to grant data access 
rights to parties with valid digital evidence (even 
if you did not previously know this party). 
 

Other security safeguards iSHARE 
participants need to arrange individually 
It is the responsibility of all iSHARE 
participants to ensure that their 
information systems are well protected 
against unauthorized access. The iSHARE 
Scheme does not describe in detail how this 
should be done. iSHARE does oblige 
participants contractually to take 
appropriate technical and organisational 
measures in order to safeguard their 
internal systems.  
 
What is appropriate depends on the 
situation: the measures should at least 
relate directly to the size, scope and 
activities of the organisation and need to 
consider the type and volume of data being 
processed. Technical and organisational 
measures can include controls such as 
vulnerability scans and risk management, 
firewalls, enforcing strong passwords and 
third-party due diligence. 

IV. Assessment framework for certified parties 
The assessment framework for certified parties is a 
framework based on eIDAS regulation to assess the security 
levels of parties that want to operate a certified role in the 
network: Identity Provider and/ or Authorization Registry. 
 
eIDAS is an EU regulation on electronic identification and 
trust services. The eIDAS implementing regulation provides 
minimum technical specifications and procedures for 
assurance levels for electronic identification means. The 
iSHARE assessment framework relies heavily on this eIDAS 
implementing regulation to maximize interoperability but it 
contains some iSHARE specific examples to give extra 
guidance and create a better understanding of the 
implications of certain requirements. 
 
The iSHARE assessment framework, like eIDAS, distinguishes 
three levels of assurance (low, substantial and high) with 
increased levels of security standards. For example: to be 
rated “substantial” implies (a.o.) that the certified party 
must use two-factor authentication; to be rated “high” 
requires (a.o.) strict independent security certifications, e.g. 
an ISO27001-certification. 

III. Digital Signing 
Digital Signing is the process of 
(digitally) signing data by a party 
and thereby protecting it from 
forgery or manipulation. This is 
possible by cryptographical 
techniques: through such 
techniques, the data is linked to a 
digital identity established by a PKI 
certificate.   
 
This is similar to physically signing a 
document, although the digital 
variant is far more secure and much 
better protected against forgery. 



 

Because certified parties (Identity Providers and Authorization Registries) play a crucial role in the 
functioning and the security of the iSHARE network, they have to meet high standards with regard to 
information security. The iSHARE Scheme gives more direction to certified parties on what is 
considered as appropriate security measures; this includes an independent security certification for 
services that are provided at the highest level of assurance (see frame IV). In order to assess if a 
certified party indeed adheres to these requirements, the iSHARE Scheme Owner has developed an 
assessment framework based on eIDAS regulation (see frame IV). 
 
 
Responsibilities of the iSHARE Scheme Owner 
The iSHARE Scheme Owner maintains a white list of participants in the iSHARE network and is 
responsible for supervising the iSHARE network. Upon admission of a participant the iSHARE Scheme 
Owner verifies that the participant conforms to the technical standards, has a verified identity and a 
signed contract. This onboarding process ensures a low threshold for data sharing while ensuring 
security at the same time. The threshold for certified parties is a bit higher of course, due to the 
nature of their role in the iSHARE network. The iSHARE Scheme Owner will use the assessment 
framework to verify if certified parties comply with the specific requirements for their role.  
 
Only participants that comply to all relevant requirements for their specific role in the iSHARE 
network will be admitted to the network and will be added to the white list of participants. This 
white list can be used by other participants to verify if a party involved in a transaction is indeed a 
verified iSHARE participant, as mentioned in 2. Verifying if a party is an iSHARE participant. 
 
The Scheme Owner maintains the white list by actively investigating if participants continue to 
comply to the iSHARE agreements, also after being admitted to the network. If participants at some 
point in time fail to comply to these agreements, there are mechanisms in place for the Scheme 
Owner to issue a warning, suspend participants or even exclude them from the scheme by removing 
them from the white list of participants. This ensures that trust in the network as a whole is 
maintained, even if one party fails to comply to the iSHARE agreements. 
 
To ensure that the white list of iSHARE participants is protected against unauthorized access or 
modification by a third party, an independent third party (periodically) performs external 
penetration testing on the iSHARE systems3. This assures that the Scheme Owner infrastructure is 
secure for all intents and purposes and that you can trust the information on the white list. 
 
The governance of the scheme is designed in such a way that participants play a crucial role in 
changes to any of the iSHARE agreements, for example adopting new security protocols or raise 
security standards. Ultimately, it is a joint responsibility of the iSHARE Scheme Owner and the 
iSHARE participants that the iSHARE Scheme is suited for the current and future needs of all of its 
participants that enables a low threshold for data sharing while maintaining a high level of security. 

                                                      
3 A summary of the findings of the penetration test can be found here: 

https://forum.ishareworks.org/t/ishare-scheme-owner-s-security-assessment-results/93 
 

https://forum.ishareworks.org/t/ishare-scheme-owner-s-security-assessment-results/93

